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Part 1: Quick re-motivation

Part 2: Quick tutorial recap

Part 3: SIKE



ÅQuantum computers break elliptic curves, finite fields, 
factoring, everything currently used for PKC

ÅNIST calls for quantum-secure key exchange and 
signatures. Deadline Nov 30, 2017.

Quantum computers P Cryptopocalypse 
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W. Castryck (GIF): óElliptic curves are dead: long live elliptic curvesóhttps://www.esat.kuleuven.be/cosic/?p=7404

https://www.esat.kuleuven.be/cosic/?p=7404


Supersingular isogeny graph for Љ ς:  ὢὛ ȟς

Credit to Fre Vercauterenfor example and picturesê



Supersingular isogeny graph for Љ σ:  ὢὛ ȟσ

Credit to Fre Vercauterenfor example and picturesê
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Ὁ Ὁ ὉȾộὖ ίὗỚ
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ὖõs, ὗõs, Ὑõs, Ὓõs are points

SIDH:in a nutshell

‰ ὖ ȟ‰ ὗ ὙȟὛ

ὙȟὛ ‰ ὖ ȟ‰ ὗ

ὉȾộὙ ί ὛỚḙὉȾộὖ ίὗ ȟὖ ί ὗỚḙὉȾộὙ ίὛỚ

Key: Alice sends her isogeny evaluated at Bobõs generators, and vice versa
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Claw algorithm
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Collision will most likely be unique shortest path



Claw algorithm

Ὁ

Ὁᴂ

This path describes secret isogeny ‰ḊὉᴼὉᴂ



Claw algorithm: classical analysis

ÅThere are ὕЉȾ curves ЉȾ-isogenousto Ὁᴂ(the blue nodes )

thus  ὕЉȾ ὕὴȾ classical memory

ÅThere are ὕЉȾ curves ЉȾ-isogenous to Ὁᴂ(the blue nodes    ), and 
there are ὕЉȾ curves ЉȾ-isogenous to Ὁ(the purple nodes    ) 

thus  ὕЉȾ ὕὴȾ classical time 

ÅBest (known) attacks:classical ὕὴȾ and quantumὕὴȾ

ÅConfidence: both complexities are optimal for a black-box claw attack



SIDH protocol summary

ÅSetting: supersingularelliptic curves ὉȾ where ὴ ςσ ρ

ÅParameters:

ὉȾ Ḋώ ὼ ὼ with   ΠὉ ςσ

ὖȟὗ ᶰὉ ς and  ὖȟὗ ᶰὉ σ

ÅPublic key generation (Alice):
ίɴ πȟς

Ὓ ὖ ίὗ
‰ ḊὉ ᴼὉȡ ὉȾἂὛἃ

send  Ὁ, ‰ ὖ ȟ‰ ὗ to Bob

ÅShared key generation (Alice):
Ὓ ‰ ὖ ί‰ ὗ ᶰὉ
‰ ḊὉ ᴼὉ ȡ ὉȾἂὛ ἃ

Ὦ ὮὉ

Ὁ

Ὁ
Ὁ
Ὁ

Ὁ

Ὓ

Ὁ

Ὁᴂ
Ὁᴂ
Ὁᴂ

Ὁ

Ὓ

Ὁ Ὁ ὉȾộὛỚ

ὉȾộὛỚ Ὁ

‰

‰

‰ᴂ

‰



SIDH security summary

ÅSetting: supersingularelliptic curves ὉȾ where ὴis a large prime

ÅHard problem: Given ὖȟὗᶰὉand ‰ὖȟ‰ὗ ᶰ‰Ὁ, compute ‰
(where ‰has fixed, smooth,public degree) 

ÅBest (known) attacks:classical ὕὴȾ and quantumὕὴȾ
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òThe poor user is given enough rope with which to 
hang himself ðsomething a standard should not do.ó 

- Ron Rivest, 1992 (on DSA standard)



public key compression



Ὁȟ Ḋὦώ ὼ ὥὼ ὼ

Point and isogeny arithmetic in ᴖ

Ὁ
ȟ
ȡ ὄὣὤ ὅὢ ὃὢὤ ὅὢὤ

ὼȟώᴾ ὢḊὣḊὤ ὥȟὦᴾ ὃḊὄḊὅ

ᴖ point arithmetic:        ὢḊὤ ᵐ ὢȡὤ

ᴖ isogeny arithmetic:    ὃḊὅ ᵐ ὃȡὅ

ECDH: move around different points on a fixed curve. 

SIDH:  move around different points and different curves

ὄcoefficient only 
fixes the quadratic 

twist, but 
ὮὉ ὮὉ




