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Part 1: Quick re motivation



Quantum computers’ Cryptopocalypse

(p.q: A Quantum computers break elliptic curves, finite fields,

factoring, everything currently used for PKC

NIST A NIST calls for quantursecure key exchange and

National Institute

ond Technology signatures. Deadline Nov 30, 2017.
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Diffle-Hellman instantiations

DH ECDH SIDH
Elements integers"Qmodulo | points0 in curve curvesOin
prime group Isogeny class
Secrets exponentsw scalarsQ ISogeniesko
computations “oom Q o m [QU %E0™ %00
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Part 2. Quick tutorial recap



Bob

W.Castryck (GIFOEIl | i pti c curves ar e dht@dwwwksatikgeuven.be/esicg?pa7404p t



https://www.esat.kuleuven.be/cosic/?p=7404
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Computing /b degree Isogenies
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Claw algorithm

Oee

GivenOand O %0 O , with %cdegree /b, find %o



Claw algorithm
. 3088

Compute and store/bY -isogenieson one side



Claw algorithm

Compute and store/bY -isogenieson one side
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Claw algorithm

Now compute/b' -isogenies on the other side
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Collision will most likely be unique shortest path @



Claw algorithm
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This path describes secret isogefgDOO O a2



Claw algorithm: classical analysis

AThere arel /&' curves/t -isogenousto ‘O &he bluenodes®)

thus O J&¥@ 0 /7 classical memory

AThere arel /&' curves/t -isogenous toO &he blue nodes® ), and
there arel /&' curves/H -isogenous toO (the purple nodes® )

thus O JBf 0 N7 classical time

ABest (known) attackslassicali 1) 7 and quantumid 1 7
AConfidence:both complexities are optimal for a blackox claw attack



SIDH protocol summary

A Setting:supersingularelliptic curvesOfM  wherer) ¢o p

AParameters:
O™ Db & ® with MO (¢o)

~ N~ ~ o~

O "Ofgland 0 YO o

APublic key generation (Alice): )
i [ )
Y 0 [i]o
% DO O Od ‘Ofava
send O, %o (0 )6 U to Bob

AShared key generation (Alice): i
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SIDH security summary

ASetting:supersingularelliptic curvesOM  wherer is a large prime

AHard problem Given0hd ¥ ‘'Oand %€0)60) N %o O , compute %o
(Where %ohas fixed, smoothpublic degreg

ABest (known) attackslassicall 1| ¥ and quantum0 n 7



Part 3: SIKE



oThe poor user 1 S gilven
hang himselfios o met hi ng a st and

- RonRivest 1992 (on DSA standard







Pointand iIsogeny arithmetic im

ECDH: move around different points on a fixed curve.
SIDH: move around different points and different curves
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